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Executive Summary

The 9-1-1 Association of Oklahoma Governments (9-1-1 ACOG) tasked Mission Critical Partners, LLC
(MCP) with conducting an operational efficiency study that strategically analyzed operations, capital and
ongoing operational costs, governance models, and cost-sharing systems. The goal was to identify where
efficienciesd operational, technical, or otherd could be gained in the 9-1-1 ACOG service area to improve
emergency response and support the delivery of a consistent level of care to field responders and citizens.

With the support of 9-1-1 ACOG Executive Director Mark W. Sweeney, 9-1-1 & Public Safety Director
Brent L. Hawkinson, and public safety answering point (PSAP) staff and stakeholders, MCP conducted 21
virtual PSAP tours, four regional town halls, four focus groups, and numerous individual interviews.*
Information garnered through data collection, research, and observations provided a view of the current
state. The analytical portion of the study measures findings to national standards and best practices, as
wel | as MCP6s industry experience and knowl edge.

The current and historical data MCP elicited from each PSAP and interviews and town halls focused on the
areas outlined below.

Leadership and ' o

KOrganizational Apolicies, ARecruiting ARedundancy APrimary

Structure Procedures, AHiring Aviaintenance ABackup
AGovernance and Protocols ATraining and AExpansion
Astrategic AQuality ARetention Replacement Capabilities

Planning Assurance and AStaffing Ainteroperability Anfrastructure
AContinuity of Performance ANorkload

Operations Management iC :

ompensation

AChange

Management

Figure 1: Operational Efficiency Study Focus Areas

Each area is a critical component of a PSAP and, when reviewed, opportunities to reduce risk and improve
operational efficiencies often can be identified.

1 Due to restrictions and risks presented with COVID-19, each PSAP tour, town hall, focus group, and individual interview
was virtual.
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Findings and Observations

Leadership and Planning

e Most PSAPs are under the organizational structure of law enforcement.

e PSAPs are in direct competition with municipal priorities for funding resources.

e Many PSAPs have flat organizational structures without much opportunity for career advancement.

¢+ There is a lack of industry knowledge regarding emergency communications (Next Generation 9-1-1
[NG9-1-1]).

e A need for strategic planning exists.

e Very few PSAPs have formal continuity of operations (COOP) plans; if they exist, they are not
exercised.

e Alimited number of PSAPs have mission-critical equipment replacement plans.

e Most PSAPs do not have an adequate cybersecurity plan or have no cybersecurity plan.

e Several PSAPs are directly involved in physical consolidation planning with one or more neighboring
agencies.

¢ Many smaller agencies have a need for short- and long-range financial planning directly related to
PSAP needs (e.g., facilities, technology, and operations).

Operations

e Multiple PSAPs are in the same geographical area.

e Numerous PSAPs serve low population and small geographical areas.

e« The majority of PSAPs have two workstations with a minimum of one telecommunicator on duty.

+« Emergency medical dispatch (EMD) service level is inconsistent throughout the region.

e Calls transferred to private emergency medical services (EMS) dispatch centers do not include the
respective location (automatic location identification [ALI]).

e Many PSAPs need to adopt formal standard operating procedures (SOPs) that align with emergency
communications standards and best practices.

e There are some reported issues with multiple transfers, sometimes involving the same caller.

e Most PSAPs do not have a formal quality assurance/quality improvement (QA/QI) program.

e Most PSAPs have not established emergency communications center (ECC) or personnel
performance metrics and monitoring.

Workforce

e Non-core duties are common in small PSAPs that are a division of a law enforcement agency.

+ Pay disparity is common and, in some cases, causes hiring competition.

+ Staffing and retention challenges are common.

e Most PSAPs experience their largest turnover in the first threeto six monthso f a t el ecommunii
employment.

MissionCriticalPartners 2



¢ Many agencies take full advantage of 9-1-1 ACOG training offerings and certifications.

e Most PSAPs provide adequate training to new hires; however, statistics indicate a high turnover in the
first three to six months.

e Continuing education is plentiful but complicated by staffing limitations.

Technology

e Automation is lacking.

e There are disparate systems.

e Gaps in interoperability (computer-aided dispatch (CAD) and radio) exist.

e There are maintenance and support challenges.

e Systems are redundant in small geographical areas.

+ Call transfers in some areas are inefficient (misdirected, multiple transfers).

¢+ Support is needed in many agencies to refine and enhance their geographic information system (GIS)
capabilities.

e Cybersecurity protection and policies are lacking.

Facilities

e Almost all PSAPs are housed in a law enforcement facility.

e Many PSAP spaces are suitable for their respective current size and scope but nothing more.

e Most PSAPs are in good to excellent condition.

e Most agencies lack the ability to expand.

e« Many primary agencies lack the ability to support staff from another agency for a prolonged period.

A holistic quantitative and qualitative analysis of the above findings identified numerous opportunities to
improve operational efficiencies on an individual PSAP level throughout the 9-1-1 ACOG region. MCP also
identified multiple areas within the 9-1-1 ACOG region in which service levels and operational efficiencies
could be gained and improved on a broader level through organic regionalization.

Organic regionalization occurs naturally without external forces (e.g., funded or unfunded government

mandate). It occurs when stakeholders work collaboratively toward a common goal focused on improving
emergency response outcomes.Al t hough some use the terms Aregional
interchangeably, they are not the same. Regionalized 9-1-1 communications may involve consolidation of

one or more PSAPs into a single facility, but it does not have to.?

There are three categories or levels of organic regionalization that would improve operational efficiencies
within 9-1-1 ACOG: policy and operations, technology and shared systems, and physical.

2 https://www.nasna911.org/911-regionalization
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Policy and Operations

APolicies, procedures, and protocols
AWorkforce (staffing, hiring, training)
ASupport services (administrative, human
resources (HR), IT, radio, performance
managment, training support) )
\

Technology and Shared Systems

Avirtualization

AShared or hosted solutions for mission-critical
systems and equipment (e.g., call-handling

equipment [CHE], CAD, radio) Y,

Physical

AFacility-based
AConsolidation
AColocation

Figure 2: Organic Regionalization Categories or Levels

The three levels of organic regionalization can be executed concurrently or independently. Two levels
(policy/operations and technology/shared systems) can be implemented as effective building blocks to full
or physical regionalization.

Organic regionalization is not easy to accomplish and can often take years to achieve. Given the
complexity of these opportunities, MCP recommends that 9-1-1 ACOG, with valued input from PSAP staff
and stakeholders, consider developing a long-term strategic plan to help guide organic regionalization.

T A strategic plan is essential t o -tanmgoasrpgactivélyzaadt i on 6 s
incrementally.

1 A concise and well-formatted strategic plan, which establishes annual commitments (initiatives) and
maintains a rhythm for alignment and accountability, can mitigate distractions that do not enhance
emergency response.

1 9-1-1 ACOG and local stakeholders can benefit from an effective and executable strategic plan,
factoring in MCP6s findings and recommendations, t
in the region.

Without regionalization, many PSAPs within the 9-1-1 ACOG region are bound to the current state and
constrained in their efforts to provide a higher, more efficient level of service. The most prevalent
constraints throughout the 9-1-1 ACOG region are a lack of interoperability and increasing technology
costs.
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PSAPs across the country, including in Oklahoma, are following similar paths as 9-1-1 ACOG to explore
regionalization as agencies recognize the value and efficiencies of sharing technologies, services, and
common practices. Organic regionalization, especially technology and physical, has the potential to:

e Leverage shared resources

e Eliminate duplicate costs

e Improve coordinated responses

e Increase interoperability

+ Create effective and efficient service levels
¢+ Improve emergency response outcomes

MCP acknowledges that organic regionalization is initiated at the local level, outside of the purview of 9-1-1
ACOG,; however, 9-1-1 ACOG supports using this information and approach to promote the achievement
of standards and best practices while advocating for actions that will result in efficiencies and provide
consistent emergency communications throughout the region.
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1 Background

Mission Critical Partners, LLC (MCP) was asked to perform a comprehensive operational efficiency study
of the 21 public safety answering points (PSAPs) within the 9-1-1 Association of Central Oklahoma
Governments (9-1-1 ACOG), their operations, capital and ongoing operational costs, governance models,
and cost-sharing systems modelsd all from a strategic level. The goal of the study was to identify where
opportunities exist to achieve operational and technological efficiencies within the 9-1-1 ACOG region.

9-1-1 ACOG provides funding, planning, technical, training, and educational outreach assistance to 21
PSAPs throughout the four-county region (Oklahoma, Canadian, Logan, and Cleveland, and portions of
McClain and Grady counties), which serves 47 communities and covers over 2,500 square miles. Within
9-1-1 ACOG, and within the purview of this study, MCP created four regions: Northeast, Central,
Southeast, and Southwest, which provided more focused findings within smaller segments of the 9-1-1

ACOG region.

* PSAP Location
[]PsAP Boundary
PSAP Region
DO NA
| | Northeast
[ central
[ | Southeast
[ southwest

Guthrie.’* Logan County
Sheriff's Office

RN

)} ‘Bethany KK
RS
et e
0002070202020 020203 Yo B g
fﬂ%’@&’o‘o’o‘o‘o‘oﬁ‘o’o“ S

SORAIX K EMcorel
ttle LXK o

veland County
L Sheriff's Office
b Iniversity of Oklahoma
* Police Department,

Chickasha

Figure 3: 9-1-1 ACOG PSAPs by Region
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Collectively, these 21 primary PSAPs serve more than 700,000 residents, thousands of field responders,
and countless visitors. A primary PSAP is the initial point of entry for all 9-1-1 calls that originate within its
service area. Typically calls requiring law enforcement, fire, or emergency medical services (EMS)
response are received and then directly dispatched by the PSAP without the need for call transfers or, as
in the case of some medical calls, are transferred to what is known as a secondary PSAP.

Emergency Medical Services Authority (EMSA) is a secondary PSAP as well as a 9-1-1 ACOG member
agency that receives transfers from Oklahoma City, The Village, Nichols Hills, Mustang, and Edmond, as
well as parts of Oklahoma, Logan, Canadian, and Cleveland counties. While other secondary PSAPs also
handle medical call transfers, EMSA is the largest. Secondary PSAPs are not considered a focus of this
study; however, as it pertains to the success of the public safety communications ecosystem, the symbiotic
relationship between them must be taken into consideration. The table below provides demographic
information for the 21 PSAPs, by region, alphabetically.

Table 1: PSAP Demographics

. Primary Secondary?® Annual . .
PSAP Location . o Population Square Miles
Positions Positions 9-1-1 Volume P q
Northeast
Del City 2 0 20,805 21,822 7.52
EMSA 0 6 104,212 N/A N/A
Guthrie 2 0 15,109 11,376 19.32
Logan Count 0 2 Secondary 48,011 749
Office
Midwest City 5 0 54,487 57,288 24.44
Oklahoma County 4 0 29,023 797,434 718

Sheri ffos

Bethany 2 0 15,749 19,366 5.23
Edmond 8 0 53,127 92,009 87.86
Nichols Hills 2 0 3,479 3,891 1.98

3 A secondary PSAP is a PSAP to which 9-1-1 calls are transferred from a primary PSAP.
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Primary Secondary?® Annual

PSAP Location Population Square Miles

Positions Positions 9-1-1 Volume
The Village 2 0 5,263 9,452 2.56
Warr Acres 2 0 15,865 10,180 2.84

Southeast

Cleveland County

Sheriffos 2 0 9,378 284,014 558
Moore 4 0 34,803 60,943 22.16
Noble 2 0 4,697 6,837 12.88
Norman 6 0 75,801 122,837 189.4

University of Oklahoma

Police Department 3 0 435 31,501 4.85

(OUPD)
El Reno 3 0 15,817 19,095 80.4
Mustang 4 0 9,078 21,459 12.01
Newcastle 2 0 6,607 9,967 29.37
Tuttle 2 0 3,678 7,294 29.37
Yukon 4 0 16,131 26,943 26.58

Based on the size categories de $exrderemitbn 91hCost BsEmatdat i or
A Report to Congress, published in 2018, except for Edmond, each PSAP included in this study is

considered small. The small category, representing 85% of PSAPs in the country, assumes a minimum of

two and maximum of six workstation positions, with three being the most likely. Edmond, with its eight

positions,i s representative of B édumfThetmedum categorytassymgssa P SAP s
minimum of seven and maximum of 20 workstation positions, with 12 being the most likely. While there are

no large PSAPs in the 9-1-1 ACOG region, the number of positions for a large PSAP assumes a minimum

of 21 and maximum of 50, with 30 being most likely.
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2 Methodology

9-1-1 ACOG leadership recognized the need for a -
comprehensive regional operational efficiency study of
several aspects of the communications functions of

Leadership and Planning

member agencies. Serving as the project core team for

this engagement, members of 9-1-1 ACOG leadership

. o o Operations
assisted MCP in its assessment by coordinating

introductions, supporting data gathering efforts and

overcoming obstacles. During the study, MCP focused on

five factors, shown to the right, with special attention Workforce

toward determining opportunities to achieve efficiencies -

that would mutually benefit the 21 PSAPs as well as field
responders and citizens. Technology

This operational efficiency study spanned eight months. (
During this time, MCP collected data, thoughts, and ideas Facilities
in several manners, including: a review of historical 9-1-1

ACOG data, individual stakeholder interviews, regional '
town hall sessions, focus group sessions, virtual PSAP Figure 4: Study Focus Areas
tours, and online data discovery collection tools.

Individual Interviews with Stakeholders

To gain an in-depth understanding of key issues, MCP invited select stakeholders and staff, identified
below, with subject-matter specific responsibilities from each member agency to participate in remote
interviews.

9-1-1 ACOG and PSAP executive leadership
PSAP managers and supervisors

PSAP operations

IT

Budget and finance

=A =4 =4 -4 4

Follow-up sessions were conducted periodically with staff to clarify data.
Regional Town Hall Sessions

MCP invited PSAP staff and stakeholders from each member agency to participate in four regional town
hall sessions. Using a virtual video conferencing platform, participants were guided through introductions,
an overview of the project, and keys to success. Each session was led by an MCP facilitator who worked
with participants from the four regions to identify areas where opportunities exist for efficiencies.
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Information gained from the town hall sessions was balanced with other data and information outlined in
this section to identify realistic recommendations.

Focus Group Sessions

Over five days, MCP conducted a series of focus group sessions targeting leadership, operations,
workforce, technologies, and facilities that involved a cross-section of PSAP personnel from each member
agency within the 9-1-1 ACOG service area. The goal of these focus groups was to engage staffd directly
or indirectly involved with PSAP operationsd in information gathering sessions.

Focus groups participant included:

e PSAP executive leadership

¢ Managerial and supervisory personnel
e Front-line staff

e Training personnel

Using a virtual video conferencing platform, participants were guided through introductions, an overview of
the project, and keys to success. Each session was led by an MCP facilitator who worked through a series
of exercises with the intent of identifying themes and trends that could be balanced against the statistical
data and used to uncover practical and realistic recommendations. A productive exercise identified
strengths, weaknesses, opportunities, and threats (SWOT).

Virtual PSAP Tours

Using a virtual video conferencing platform, PSAP staff from each member agency provided a live narrated
tour of their respective PSAP facility. The tours included the control room (operations floor), administrative
(outer) offices, telecommunications and radio equipment rooms, and other adjacencies such as training
and quiet rooms and break areas. During the tours, MCP staff asked questions, when necessary, to
confirm what was being viewed.

Although productive, MCP was unable to spend time observing PSAP operations.* To accommodate for
this, MCP took additional time asking clarifying questions and engaging PSAP representatives leading
each tour.

Online Data Collection and Analysis
Data was requested from the members of 9-1-1 ACOG so that conclusions could be drawn, and

recommendations made. Data requested included financials, workforce statistics, technologies, facilities,
and call volume statistics.

4 Due to in-person restrictions because of COVID-19.
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MCP reviewed the data to assess current conditions and lay the foundation for developing a plan with
executable recommendations. Data collected and reviewed focused on identifying those areas where
operational efficiencies within the 9-1-1 ACOG region could be gained.

The information acquired ranged from hard numbers (quantitative data) to opinions and anecdotal input
(qualitative data). Where data was more quantitative in nature, MCP relied on established public safety and
private industry metrics to assess and evaluate the PSAPs. Where data was qualitative in nature or metrics
have not previously been established, MCP drew on its collective industry experience and awareness of
best practices to create those metrics and assess the status.

1 Standard i something set up and established by authority as a rule for the measure of quantity, weight,
extent, value, or quality®

1 Best Practice i a procedure that has been shown by research and experience to produce optimal
results and that is established or proposed as a standard suitable for widespread adoption®

91 Industry Experience i primarily involves a minimum of ten years of combined education, work
experience, and specialization in a respective industry or market segment

Throughout this report, MCP will identify where analysis and findings are based on measurable,
guantitative data, and findings aredrawnf r om i nherently more subjective e
experience have demonstrated that subjective assessments, backed by thoughtful and unbiased

comparisons with public safety and private industry best practices, combined with industry exposure, are

just as meaningful and important as hard, quantitative evaluations. Subjective input is properly utilized

when the assessors critically review its substance rather than settling for regurgitation of unsubstantiated

opinions.

Section 3 contains information garnered through data collection, research, and observations and
summarizes the current state of the PSAPs. Each section also includes the analytical portion of the study
that measures findings to national standards and best practices, as well industry experience and
knowledge. The intent is not to directly compare the 21 PSAPs or for them to compete with others based
on these findings. The task is to identify themes and trends and understand if there can be efficiencies
introduced to the entirety of the 911 ecosystem and to identify any challenges there may be in doing so.

Section 4 discusses how the PSAPs in 9-1-1 ACOG could achieve efficiencies through organic
regionalization. it is important for the PSAPs to understand that some regionalization-based initiatives can
take more time than others to materialize. To bridge the gap, the recommendations in Sections 3.1 through
3.5 are, if adopted, capable of laying the foundation for organic regionalization while resulting in
operational efficiencies at the individual PSAP level.

5 St an da rMe-Webstex, ®020. https://www.merriam-webster.com/dictionary/standard
SfiBest P Margam-Webster,02020. https://www.merriam-webster.com/dictionary/best%20practice
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3 Findings, Analysis, and Recommendations

Key Findings

1 Eighteen of the PSAPs within 9-1-1 ACOG are a division under a law enforcement agency, which
means they are governed at the municipal or county level and directed by a police chief or sheriff.

1 Three PSAPs are directed by a department head other than a police chief or sheriff.

1 There are many competing public safety and other municipal and county initiatives that impact
leadership planning.

1 The PSAPs are well supported by 9-1-1 ACOG.

1 Many PSAPs have flat organizational structures with little or no opportunity for career advancement.

1 Many PSAPs in the 9-1-1 ACOG region lack formal planning, such as strategic, continuity of
operations, disaster recovery, change management, and cybersecurity.

An organi zat i andgasning laeed direct and qoucial effect on the success or failure of a

public safety entity. Leadership and planning go hand-in-handd without proper leadership the best plans

often go awry, and without proper planning, the best leaders often falter. Sir Winston Churchill is credited

with the saying, A He who f ai |l s t o pThiaisasirse ingdctabnanch of gublic safetyda i | . 0
including public safety communicationsd as it is in any business.

Management, administrative oversight, and governance of Leadership:
public safety communications operations and systems are . -
, i 9 Establish a clear vision
separate issues. Management involves day-to-day PSAP .
. o ; S . 9 Share the vision

operations, administrative oversight involves policy that 1 Provide information, knowledge
establishes and is accountable for overall municipal system ' ge.

. . . and methods
performance, while governance, involves an even higher Coordi d bal i
level of supervision, generally in a multi-jurisdiction T oordinate and balance contlict
environment.

In a 9-1-1 system serving multiple jurisdictions, management, in whatever form it takes, must be able to
allocate funds, prioritize operatons, and generally carry oufoasshrethi®# SAPO
is possible, some form of governance is necessary.

These factors become important as the nation moves away from analog technology and towards a Next
Generation 9-1-1 (NG9-1-1) environment where strategies for virtual regionalization focus on sharing data
and services.

MissionCriticalPartners 12



3.1.1 Governance and Organizational Structures

9-1-1 ACOG is a voluntary association with membership open to all units of local government within the
9-1-1 ACOG region and adjacent local governments. 9-1-1 ACOG exists to implement and administer, on
behalf of the public and 9-1-1 ACOG members, 9-1-1 service in the region. Each member is a separate
legal and administrative entity apart from its membership in 9-1-1 ACOG. firhe 9-1-1 Regional Planning
and Advisory Committee (9-1-1 RPAC) consists of 9-1-1 managers and other public safety officials from
the region. This body also advises both the Board of Directors and staff on policies that impact the
operations of the regional system.d Each member public safety agency is responsible for providing 9-1-1
service to its respective community through the operation and management of a PSAP, also known as a
9-1-1 center, dispatch center, or emergency communications center (ECC). All PSAP personnel, radios,
computer-aided dispatch (CAD) systems, and facilities are managed and funded locally.

MCP found the PSAPs to be well supported by 9-1-1 ACOG, which exerts strong leadership influence by
virtue of its Board, which is comprised of felected officials appointed by county commissions and city/town
councils of the communities in which 9-1-1 ACOG serves.§ A C O G 8-51 & Public Safety Division has
direct control over its offerings of PSAP training, geographic information system (GIS) services, and
delivery of emergency telephone system and related technology to its member agencies. It can encourage
but cannot require member PSAPSs to participate outside of that purview with commitments such as joining
a unified radio system, requiring emergency medical dispatch (EMD) certification, or sharing a CAD
system. It can encourage and support PSAPs by providing operational best practices and guidelines but
cannot require member agencies to change how they operate.

At the local level, 18 of the PSAPs within 9-1-1 ACOG are within the organizational structure of law
enforcement, which means they are governed at the municipal or county level and directed by a police
chief or sheriff. Three PSAPs within 9-1-1 ACOG are standalone entities within and are directed by a non-
sworn department head.

Table 2: PSAP Authority

Authority PSAP

Bethany, Del City, El Reno, Guthrie, Moore, Mustang,
Police Chief Newcastle, Nichols Hills, Noble, Norman, OUPD, The Village,
Tuttle, Warr Acres, Yukon

Sheriff Cleveland County, Logan County, Oklahoma County

Other (Department Head) Edmond, Midwest City, EMSA

79-1-1 in Oklahoma | ACOG (acogok.orq)
8 |bid.
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PSAPs that are divisions or units within law enforcement are generally supervised by a sworn member of
the command staff. Even with supervisory support provided by civilian dispatch supervisors, this structure
can be challenging at times because field resource needs usually take priority over PSAP needs. PSAP
organizational structures in smaller agencies, or within another department, are generally flat, with little or
no opportunity for career advancement. Alternatively, PSAP organizational structures like Edmond,
Midwest City, and EMSA, are more vertical, with more internal support and growth opportunities. A lack of
growth opportunities can result in high turnover and loss of experienced staff as individuals desiring
advancement and higher levels of financial compensation seek employment elsewhere.

Through governance and the organizational structures, MCP found a broad range of leadership influence
within the 9-1-1 ACOG region. Leadership influence in a PSAP is impacted by many competing public
safety priorities. There are several active initiatives in the region where there is clear leadership influence:
technological advancements, physical consolidation initiatives, and continuity of operations planning. The
outcomes of these initiatives, and others, are the result of effective relationships between management,
administration, and the governing body, which can result in operational efficiencies:

Standardization of operations and equipment

Improved quality and reliability of the 9-1-1 system

Cost savings through the sharing of resources

Standardization of services and establishing customer expectations
Funding leverage and accountability

Purchasing power, plus improved and/or coordinated purchasing decisions
Faster adoption of new technology

Greater level of overall cooperation and coordination

Reduced response times

Decreased loss of life and property

=4 =4 =4 -4 -4 4 4 4 4 -9

Governance and Organizational Structure Best Practices

PSAP leaders support effective implementation of quality care by achieving buy-in from stakeholders, building
trust as leaders, and using local data to support their decision-making processes. Although it may be
challenging for these leaders to stay engaged and be effective in persuading executives, getting buy-in for
PSAP needs such as staffing, funding, technology, facilities, and access to external resources is critical. It is
common for PSAPs to be in competition with other priority public safety needs that are more visible to the
public.

The modern public safety communications ecosystem is a technologically sophisticated environment that is
essential to effective emergency response operations. With the direction in which the public safety
communications ecosystem is headed, more than ever before, consistent, stable, and dedicated leadership is
essential to PSAP success. Dedicated leaders possess qualities that allow them to overcome barriers faced in
leadership efforts. Placing individuals in positions of oversight to gain experience across all levels of an
organization can be problematic, especially for a PSAP.

MissionCriticalPartners 14



3.1.2 Leadership Planning

An essential prerequisite to leadership and planning is a shift from passive to active governance. Active
governance is an ideal that is often difficult to achieve. The governmental process characteristically
involves people who bring their ideas, experiences, preferences, and other strengths to the policy-making
table. Active governance is achieved through an ongoing discourse that attempts to capture all
considerations involved in assuring that stakeholder interests are reasonably addressed and reflected in
policy. The table below summarizes various planning and related policies in place throughout the 9-1-1
ACOG region.

Table 3: Leadership Planning Summary

: Change ,
. r I P r r
PSAP Location SOPs Strategic Management c00 DR?® Plan Cybersecurity
Plan . Plan Plan
Policy
Northeast
Del City Yes No No vesi Jail No Yes
Only
EMSA Yes Yes Yes Yest Yes Yes
EMA?0
Guthrie Yes Unknown Yes Yes Yes Yes
No T
Logan County Training
Sheri ff ¢ Manual No No No Yes Yes
Only
Midwest City Yes Unknown No Yes No Yes
Oklahoma
County S Yes No Yes No No No
Office

9 Disaster recovery
10 Emergency Management Agency
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Change

. Strategic Cybersecurit
PSAP Location g Management DR?® Plan y y
Plan . Plan
Policy
Central
No i
Training
Manual
Beth . N N N N N
ethany i e 0] 0 0 0 0
Policies
Only
Edmond Yes Yes Yes Yes Yes Yes
Yesi
Nichols Hills PSAP, Unknown Yes Yes Yes Yes
Law, and
Fire
The Village No No No No No No
Yesi Law
Warr Acres and PSAP Unknown Yes No Yes Yes
Southeast
Cleveland
County S Yesi Law Unknown Yes No No Yes
Office
Moore Yes Yes Yes Yes Yes Yes
No i Call
Guides
Noble Only and Unknown Yes Yes Yes Yes
Fire
Policies
Yesi Law
Norman and PSAP Yes Yes Yes Yes Yes
OUPD Yes Unknown Yes No Yes Yes
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PSAP Location

El Reno

Mustang

Newcastle

Tuttle

Yukon

SOPs

Yesi Law
and PSAP

No

Yesi Law
and PSAP

Yes

Yesi Law

Strategic
Plan

Unknown

Unknown

Unknown

Unknown

Unknown

Change
Management

Policy

Southwest

No

Yes

No

Yes

Yes

COOP
Plan

No

No

No

Yes

No

DR?® Plan

No

No

No

No

Yes

Plan

Yes

Yes

Yes

No

Yes

Formal planning for the PSAP includes but is not limited to strategic (including short- and long-term

financial planning), change management, and continuity of operations. The figure below defines change
and identifies the related steps to achieving desired outcomes.

Strategic Planning

A strategic

Formulates

strategies to
achieve them

Arranges or
creates the

means required

Implements,
directs, and
monitors all
steps in the

Cybersecurity

proper sequence

pl an is

Figure 5: Planning

e s s e n tadhiavie, proautivedyrand incrgmemntailyz it forigo n 6 s

term goals. Of the 21 PSAPs interviewed, four had a formal written strategic plan for their organization.!
The public safety communications ecosystem is a technologically sophisticated environment that is

essential to effective emergency response operations. The more complex the ecosystem becomes and the

faster it expands, the harder it is to maintain clarity of direction and alignment. There are multiple
components of PSAP operations that should be included in short- and long-range planning to sustain

11 Key staff members from 12 PSAPs were interviewed, and they were unaware if a strategic plan exists for their

organization.

MissionCriticalPartners
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current operations, and plan for and meet future budgetary needs (e.qg., facility, technology, equipment,
etc.).

Change Management Planning

The change management process is a series of tasks outlined for a seamless transition from a current
state to future state without obstructing the workflow or suffering any damages. Of the PSAPs interviewed,
14 had formal change management plans for technology and security upgrades, but not for operational
and policy changes.

A change management plan is an essential tool that helps determine if initiatives will provide value to the
organization. While providing clarity, it also maintains alignment of projects and initiatives with the

organi zationés strategic goals and objectives and

Strategic Planning and Change Management Best Practices ‘

Except for managing initiatives within established budgets, on schedule, and providing the outcomes
established in the scope, much of what is considered best practice from an organizational leadership
perspective is subjective. The ability to execute initat i ves i s partly due to | ea
effectiveness in navigating the political landscape to meet mission-critical needs, such as approvals for
additional employees, technologies, facilities, funding, and access to support resources.

If using effective organizational leadership tools such as a strategic plan and a change management workflow,
leaders should have the foundation to effectively execute initiatives. The absence of these tools does not mean
that leaders cannot be effective; however, introducing ideas in alignment with an organization's strategic plan
and an established change management plan help staff view initiatives as positive to their mission
performance with minimal disruptions, keep mission creep to a minimum, and protect staff from change
fatigue. To garner commitment and support, leaders that are effective typically engage a diverse group of staff,
including line-level personnel, to review initiatives.

Continuity of Operations and Disaster Recovery Planning

Continuity is defined as the ability to provide uninterrupted services and support, while maintaining
organizational viability before, during, and after an event that disrupts normal operations.'? A Continuity of
Operations Plan (COOP) is a tool that is intended to aid an organization in preparing for, responding to,
and recovering from a disruptive event.

Continuity of operations and disaster recovery planning identifies how critical operations will continue
under a broad range of circumstances. Among the 21 PSAPs interviewed, eight had a formal COOP plan
and 11 had a Disaster Recovery (DR) plan; most had phone reroutes and limited evacuation plans. Of
those with plans, most had jurisdictional plans that were not exclusive to the PSAP. The plans are not
regularly exercised, and staff interviewed had little working knowledge of the plan(s). Several PSAPs have

2 Federal Continuity Directive 1 (FCD-1). U.S. Dept. of Homeland Security (DHS), January 2017
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no or very limited mission-critical capabilities at their evacuation locations, requiring a reroute of 9-1-1
phones by 9-1-1 ACOG to a 10-digit wireless or Voice over Internet Protocol (VolP) phone. Seven PSAPs
have full backup facilities.

A COORP plan supports the internal operations of respective departments during an emergency or disaster.
A COORP plan typically includes the following elements:

9 Basic Plan1 provides explanatory information regarding the planning process and use of the plan
- Introduction
- Situation and Assumptions
- Concept of Operations
- Incident Management
- Recovery and Reconstitution
- Training and Exercises
- Plan Administration

1 Plan Appendices i supplementary information including additional illustrative content
- Mission-essential Functions (MEFs)
- Staff Succession and Delegations of Authority
- Alternate Worksite(s) and Devolution/Reconstitution Procedures
- IT Systems
- Crisis Communications
- Pandemic Disease Preparedness and Response Procedures
- Statutes, Ordinances, Standards, and References
- COOP Plan Terms and Glossary

Because no two jurisdictions are the samed in terms of resources, capabilities, socioeconomics,

geography, topology, and other differentiating factorsd a cookie-cutter approach to developing a COOP

plan is not advisedd rather, it should be customized basedonanor gani zati onbés specific
circumstances. First and foremost, the plan must be scalable (e.g., the process for a full evacuation may

not be necessary if backup resources can be utilized in the current location). This may require a tiered or

phased-in approach, where partial implementation of the plan may be the most appropriate course of

action for the situation. A COOP plan always must anticipate and plan for the worst scenario, while also

being useful when less severe emergency events occur.

Continuity of Operations and Disaster Recovery Planning Standards and Best Practices

Continuity of operations is an effort to provide assurance of the stability of critical government functions during
a wide range of potential emergencies or disruptive events. Communities place a high level of trust in 9-1-1
systems and the ability of public safety agencies to deliver services regardless of emergency circumstances.
Unfortunately, as with other essential services, public safety personnel, facilities, equipment, and
communication infrastructure are susceptible to a wide range of digital and physical threats. As such the public
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safety sector is one of 16 critical infrastructure sectors defined under Presidential Policy Directive (PPD) 7 and
PPD 21 and addressed by the National Infrastructure Protection Plan (NIPP).

NENA Communications Center/PSAP Disaster and Contingency Plans Model Recommendation provides
general guidelines for circumstances that may adversely impacta PSAP6s abi |l ity to rece
and monitor emergency calls for assistance.

As a result of the current coronavirus global health crisis, a new level of awareness has emerged regarding the
need for COOP and disaster recovery plans that require considerations beyond evacuation to a neighboring
ECC.

Appendix C includes a list of standards and other resources developed by NENA, the National Fire Protection
Association (NFPA), and the Federal Emergency Management Agency (FEMA) that may be used in planning.

Cybersecurity Planning

Cybersecurity threats have increased exponentially in recent years. It is no longer a matter of if but when
an agency will be directly or indirectly involved in a cyberattack. PSAPs are a vulnerable and valuable
target for attacks; effective and strategic cybersecurity planning, in addition to proper training, mitigation
strategies, and protections, is necessary to sustain operations. Cybersecurity planning should be
supported and initiated at the top of any organization, as it impacts all aspects of the organization. Of the
21 PSAPs in the 9-1-1 ACOG region, seventeen have a cybersecurity plan. The level of cybersecurity
planning, however, varies greatly between PSAPs. Given the condition and age of some of the mission-
critical systems and equipment in use, there are likely vulnerabilities that could be mitigated through
additional planning, policies, and protections.

Although 9-1-1 ACOG has robust cybersecurity measures in place to protect the CHE, there is a line of
demarcation where cybersecurity from 9-1-1 ACOG services ends, and city or county services begin; it is
in this space that the PSAPs are vulnerable to various cyberthreats.

There may be a greater need for cybersecurity awareness training, which is a component of planning. The

National Institute of Standards and Technology (NIST) identifies awareness training as a key component in

building an effective ITs ecur i ty pr ogr am an dsequritytpmogamtcinact be puain st r ong
place without significant attention given to training agency IT users on security policy, procedure, and
technilues. 0o

Cybersecurity Planning Standards and Best Practices

A cyber assessment can uncover vulnerabilities and exploitations that will assist with developing a
cybersecurity plan.

13 Wilson, M. and Hash, J. (2003). Building an Information Technology Security Awareness and Training Program. National
Institute of Standards and Technology, Special Publication 800-50 (p. ES-1)
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Given the level of threat to public safety from cyberspace, there are numerous standards and best practices
that may be used for cybersecurity planning. These can be found in Appendix B.

3.1.3 Recommendations

While 9-1-1 ACOG is not directly responsible for PSAP operations, it encourages PSAPSs to follow industry

standards and best practices. As such, the recommendations below have been identified to improve the

emergency response outcome for all 9-1-1 ACOG member PSAPs. 9-1-1 ACOG is encouraged to facilitate

discussions that support PSAPs in the execution of these recommendations.

Table 4: Leadership and Planning Recommendations and Outcomes

Recommendations Outcomes

I E—————————m————————————
Establish a change management workflow q

1

Develop a strategic planning process i

Develop and implement COOP/DR plan(s) and Ll
exercise the plans regularly

Facilitates interdepartmental collaboration.
Improves workflow for review and approval of
overall procurement strategies.

Supports the project and project components by
communicating the vision and working to reduce
barriers and mitigating risk.

Improves decision-making.

Increases project success (projects that stay
within scope, time, and budget for required
functions and features).

Decreases opportunities for unexpected and
planned system downtime.

Provides oversight of strategic goals and strategy
modifications.

Coordinates and leverages funding opportunities
and helps maintain the availability of funds.
Facilitates jurisdictional and interdepartmental
collaboration.

Improves ability to direct resources to accomplish
goals.

Provides leadership and support for initiatives.
Supports the project and project components by
communicating the vision and working to reduce
barriers and mitigating risk.

Enhancesa P S AaBildysto maintain normal
operations using SOPs during disaster and/or
emergency situations.
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In additionto 9-1-1ACOGdés own pl an,

Recommendations Outcomes ‘

Reduces or eliminates risk.

1
plans at the local level (including an audit) should be  §  Improves continuity of operations.
1

in place and regularly updated

Protects mission-critical systems, including 9-1-1
ACOG equipment and systems.

3.2 Operations

Key Findings

1 The PSAPs in the 9-1-1 ACOG region serve the same geographical areas, especially those in the
same region (designated by MCP).

1 Some PSAPs have contiguous borders and overlapping jurisdictions between the three disciplines.

1 The majority of PSAPs reside in and support a law enforcement agency.

1 Non-core (ancillary) functions that are not commonly found in standalone PSAPs include
detention/jail duties, a walk-up window, triaging administrative calls for law enforcement agency,
and other law enforcement-related administrative and records support duties.

1 PSAPs average 16 weeks to fully train a new hire.

i1 Eighteen of the PSAPs have a structured new hire training program.

1 On average, with support from 9-1-1 ACOG, the PSAPs provide 24 hours of continuing education
annually, on average.

1 The majority of PSAPs have formal SOPs, but many reside within the law enforcement or city
policies and procedures and are not dedicated to the PSAP.

1 Five of the PSAPs have a structured quality assurance/quality improvement (QA/QI) program that
aligns with the national standard.

91 Five of the PSAPs provide EMD.

1 Itis common in the 9-1-1 ACOG region to transfer EMS calls to a third party (e.g., private EMS or
EMSA) for EMS dispatch and EMD.

1 Private EMS companies are not traditional secondary PSAPs and do not receive automatic number
identification (ANI) or automatic location identification (ALI).

1 The majority of PSAPs in the 9-1-1 ACOG region are cross trained to answer emergency calls and

dispatch police and/or fire/EMS. Most of the PSAPs are performing call taker duties simultaneously
with dispatching and there are no clearly defined functions.

MissionCriticalPartners 22



3.2.1 Functions, Workload, and Duty Assignments

As highlighted in Figure 3, PSAPs in the 9-1-1 ACOG region serve the same geographical areas,
especially those in the same region (designated by MCP). Some PSAPs have contiguous borders and
overlapping jurisdictions between law enforcement, fire, and EMS.

The PSAPs process between 435 and 75,801 9-1-1 calls annually, as shown in Table 1, depending on the
agency. In addition to core functions (emergency call processing and dispatching), the PSAPs also have
non-core (ancillary) functions that range from administrative duties to booking and jail duties. Non-core
functions that are being performed today include:

i include a range of duties, such as receiving and processing inmates into custody, pat-
downs, serving meals, jail checks, and supervising inmates.

i includes monitoring interior and exterior security cameras, including remote city facilities, and
lots.

i include administrative call triaging and processing administrative-related
requests and inquiries (internal or external).

i includes actively staffing the main lobby/walk-up window of the police department

and handling requests, and processing transactions involving cash, requests for records, and
fingerprinting.

i includes all administrative duties related to towed and impounded vehicles.

i includes supporting the police department and other city departments
(e.g., animal control, public works) and providing related services and/or making notifications (e.g.,
medical examiner, funeral homes, other county/city departments).

i includes activating the severe weather sirens, making related
notifications, and conducting other mass notifications (e.g., OU campus mass notifications).
i includes tasks related to entering, modifying, removing, and/or processing warrants,

sex offender registries, other protective orders; processing bonds; issuing and logging court dates, and
criminal history inquiries.

MCP found the non-core functions to be more prevalent in the PSAPs that are a division of a law
enforcement agency. Non-traditional PSAPs, such as OUPD, have more unique (university-specific) non-
core functions such as access control, increased camera monitoring, and campus public address
notifications. The most common non-core duties in the region are administrative, warrants/records, security
camera monitoring, walk-up window, and support services, as shown in the table below.

MissionCriticalPartners 23



Table 5: Non-Core Duties

[}
8 25 % ¢ g P
E SE 3B s 5 g
E 52 E 2 83 S
Northeast
Del City X X X X X
EMSA
Guthrie X X X X X
Logan Co. X X X X
Midwest City X X X X
Oklahoma Co. X X X X
Bethany X X X X X X X
Edmond X
Nichols Hills X X X
The Village X X X X X
Warr Acres X X X X
Cleveland Co. X X X
Moore X X X
Noble X X X
Norman X X X X
OUPD X X X
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Southwest
El Reno X X X X X X X X
Mustang X X X X X X
Newcastle X X X X
Tuttle X X X X X
Yukon X X X X X

It is not unusual for PSAP staff to be assigned ancillary duties, especially when the PSAP is a division of a
law enforcement agency; however, it can impact the utilization rate'# of telecommunicators and, at times,
be particularly challenging for telecommunicators to juggle the non-core duties with higher priority
emergency communications. Further, agencies that require their telecommunicators to perform certain jail
duties may create scenarios where the telecommunicator is taken away from their primary duties of
answering emergency calls and dispatching field responders (e.g., direct inmate interaction). Several
PSAPs that require telecommunicators to perform jail-related non-core duties operate at a minimum of one
telecommunicator on duty at any given time.

The majority of PSAPs operate with a minimum of one to two telecommunicators per shift. Many PSAPs in
the 9-1-1 ACOG region are cross-trained to answer emergency calls and dispatch police and/or fire/EMS.
Cross-training can benefit PSAPs in many ways, including increasing productivity and allowing for more
effective succession planning; however, PSAPs integrating call-taker duties simultaneously with
dispatching are prone to mishaps due to the lack of clearly defined functions.

Functions, Workload, and Duty Assignments Best Practices

Numerous reasons exist why an organization elects to operate the way it does. PSAPs that can operate with a
configuration where staff have clearly defined functions as call-takers and dispatchers during a shift (i.e., there
are those that just call-take and those that just dispatch) are typically more efficient and have a lower rate of
errors. Even if errors are caught before they impact a response, such as mistyping a unit number or license
plate but backspacing and making the correction before being entered into a CAD record, it is still an error that
reduces overall efficiency. Best practice models for PSAP operational configurations also indicate that a clear

14 ytilization is the percentage of time each shift that staff are available to do their respective job.
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configuration with identified separate responsibilities is more efficient in reducing the complexities and risks
associated with multitasking (more accurately known as task-switching). Psychology Today!®, among others,
concludes that an organization can lose up to 40% of staff productivity, listing numerous risks to the mind and
body, from multitasking:

Can lead to memory problems

Can lead to increased distractibility

Can harm relationships

Increases chronic stress

Increases depression and social anxiety

Results in reduced productivity and efficiency

=A =4 =4 4 -4 4

Another element related to clearly defined functions is that staffing is such that telecommunicators are not
responsible for a secondary function simultaneously (i.e., the fire and/or police dispatcher does not receive ring
overs from the call-taking section). While no standard exists regarding this common operational practice, there
is an increased risk that an organization must consider when relying on this configuration to meet call-
answering standards. That risk revolves around conflicts that may occur between emergency radio traffic and
an emergency call of perceived equal priority. For instance, does the telecommunicator choose to delay
transmitting for additional apparatus or pause cardiopulmonary resuscitation (CPR) instructions?

Any configuration that does not provide separate call-taking and dispatch positions inherently increases the
risk exposure for the PSAP, its staff, and those it serves, which is why it is essential that the risks be known so
that decisions can be made from an informed position.

3.2.2 Training

PSAPs in the 9-1-1 ACOG region reported an average of 16 weeks to train a new employee.

Telecommunicators average 24 hours of continuing education annually, which aligns with the national

standard and best practice.® Agencies generally reported that they are willing to send veteran employees

to any available training; however, they are limited by staffing constraints. Many PSAPs are taking full
advantage ofthe 9-1-1Tr ai ning I nstitutebs bobnlinecoursegaenomed report
attainable for them due to staffing constraints; courses that involve a long commute or an overnight stay

limits participation by 9-1-1 ACOG members.

Telecommunicator duties are extremely difficult, and opportunities for mistakes within the profession
abound when proper training is absent. With proper training, the likelihood of mistakes decreases. Citizens
and field responders alike should receive the same work product from a telecommunicator in Oklahoma as
they do in North Carolina. Adopting a training program that adheres to state and/or national standards is a
way this can occur.

15 Weinschenik, Susan Ph.D., fiThe Tr ue -T@mskti n@f. OMWPIstyichol ogy Today, Septembe
https://www.psychologytoday.com/us/blog/brain-wise/201209/the-true-cost-multi-tasking
16 APCO ANS Minimum Training Standards for Public Safety Telecommunicators
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The National 911 Program dAfacilitated a project to
guidelines to be used for aspiring and current 911 telecommunicators, and to provide the foundation for
ongoing prof essi 6 Thaworkihggroepl resgomsiele for developing the guidelines was
comprised of representatives from APCO, NENA, the Denise Amber Lee Foundation, and many other

national organizations responsible for or involved in the training of public safety telecommunicators. These
guidelines also can provide a foundation for a comprehensive training program.

Training Standards and Best Practices ‘

A standard or best practice does not exist that indicates a successful training completion rate. However, based
on MCPo&s practitioner experience anwkaframidgicempleton ratead w
71% to 79% tend to also have a good recruiting and hiring workflow capable of identifying individuals with the
right skill attributes. When the recruiting and hiring workflow can identify candidates that possess attributes that
make them a cultural, core value, and behavioral fit, the trainee success rate tends to trend above 80% which

is the benchmark MCP identifies as low risk.

Even so, the nationwide norm unfortunately tends to rest in the 50% to 60% range for training completion.
Numerous internal and external factors contribute to these low rates; one factor MCP has observed trending
higher and higher on the scale is the increased complexity of the telecommunicator position, especially in
PSAPs that subscribe to a vertical configuration, which is when the telecommunicator simultaneously serves
as call- taker and dispatcher. This is the typical configuration in small PSAPs.

In alignment with best practice, agencies should seek to achieve and maintain training program certification by
a state agency or industry-recognized organization such as APCO, through its Training Program Certification,
or the Commission on Accreditation for Law Enforcement Agencies, Inc. (CALEA). Having a universally
recognized training program not only achievest hi s obj ecti ve but also reduc

well as its staffds when the agency can demonstrat
nationally recognized standards.

Achieving certification and/or accreditatonof an agencydés training program
process that requires time and collaboration of numerous resources to meet the requirements to even apply.
Both APCO and CALEA provide guidance on the rules and procedures that an agency must follow.

3.2.3 Standard Operating Procedures

As noted in Table 3 above, nine 9-1-1 ACOG member PSAPs reported they have formal SOPs that are
dedicated exclusively to the PSAP). Five PSAPs reported having no SOPs and seven have SOPs that are
for their host law enforcement agencies, and other served agencies, and are partially applicable to the
PSAP. Many agencies interviewed also apply personnel policies to PSAP staff that were developed by the
law enforcement agency and/or the respective municipality.

"Recommended Minimum Training Guidelines for the Telecommuni
https://www.911.gov/project recommended911minimumtrainingfortelecommunicators.html
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Awell-r esearched SOP is one that relies on information
own. A well-designed SOP is one that covers the information it claims to and should be confined to a

limited topic and not drift into other areas. A well-written SOP is one that is easy to understand and follow;

it should have a logical flow and not use confusing language. A key to good SOPs is that they must be

well-trained to be effective. Training on SOPs can take several forms, including using software programs

that track the status of employee reviews, and can vary depending on the level to which an agency is

already trained.

Current and accurate are the final two components of good SOPs. Even the best-written SOP manual will

become obsolete if it is not regularly reviewed and updated, which necessitates a policy that defines the

timeframe and how SOPs will be reviewed and updated, if necessary. An annual review of every policy is

generally a best practice. Relevancy, content, accuracy, and applicability should be considered, as should
changes in the organizationés technology, structure,

It is essential to risk management that a PSAP has clearly defined SOPs that present a set of uniform
procedures for every member of the agency to follow. In addition to being well-researched, well-designed,
well-written, well-trained, current, and accurate, it is important the SOPs are readily available and
accessible to all staff, preferably online.

PSAPs are unique and require SOPs that are applicable to actual PSAP operations, technologies, and
facilities. SOPs are directly tied to performance management, service levels, and risk mitigation.
Efficiencies may be gained in the 9-1-1 ACOG region by developing model templates that can be easily
adapted and applied to PSAPs in need of SOPs.

Standard Operating Procedures Standards and/or Best Practices

Throughout the country, PSAPs align SOPs with industry standards and best practices to assure the
effectiveness of the center and the best possible service is provided to citizens and field responders.
Measurable standards create an objective view of 911 operations and provide for consistent interactions with
the public and field responders. Appendix C Standards, Statutes, Accrediting Organizations, and State Rules,
provides information on industry organizations that set standards applicable to a PSAP, as well as some of the
standards.
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3.2.4 Use of Call Processing Protocols

Four PSAPs utilize structured protocols for
emergency medical incidents: EMSA,
Edmond, Norman, and El Reno. Moore
reported that they are in the process of e
expanding their services to include EMS *snins ore
dispatch and are implementing EMD. Several
PSAPs transfer callers to a private EMS i
service (e.g., Pafford) or EMSA for EMS ;
dispatch and the EMS dispatch agencies
utilize EMD protocols. A few PSAPs noted that
they have a real need to provide EMD but do
not have the resources, financial, or
operational means, to implement and support
the program. The figure to the right shows the | oty ;:ff:;"a';y
areas that provide EMD in the region. Outside | EMb provided By
of the few agencies that transfer to Pafford, e

Edmond
*

The Village
*
Warr *Nlchols Hill
W JAcres
Bethany EMSA

a Del

City %
* f—*Oklahoma-Gounty.
- Sheriffs Office. |

*x
Q Cleveland County.
Norman . Sheriff's Office
22 University of Oklahoma
X police Department;

Midwest City

El Reno
this shows a disparity in EMD services offered Midwest City Hickasha
M
to callers. i
Pafford
No EMD

Figure 6: EMD Service Area

None of the PSAPs utilize structured protocols for law enforcement and fire incidents but several reported
using informal call guides to aid with call processing questions on certain law enforcement and fire
incidents.

A clearly defined, standard procedure for call taking is important to PSAP operations as it promotes
uniformity of process, reinforces training, and reduces errors. Standardized protocols were first developed
for EMD to provide consistent zero medical-response-time guidance by asking questions in the proper
order, thereby maximizing caller information and improving field response, while also providing pre-arrival
instructions until field responders arrive.

In April 2021, Oklahoma enacted Senate Bill 687 (SB687) requiring the development of a training program
for telecommunicators to include guidelines for Telecommunicator Cardiopulmonary Resuscitation
(T-CPR). This is an area where service levels could be more consistently provided across the region; the
newly signed T-CPR requirement is a step in the right direction.
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Call Processing Protocol Standards and/or Best Practices

Provision of EMD has become an expected standard of care by the public. Whether an organization utilizes a
third-party set of protocols or has developed its own, it is important that the protocols and any pre-arrival
instructions are clearly defined and in alignment with standards, even voluntary standards such as those
developed by the American Society for Testing and Materials (ASTM).18

3.2.5 Quality Assurance and Performance Management

Five PSAPs within 9-1-1 ACOG use metrics and/or QA to monitor and improve the performance of their
overall operation and personnel. Of the agencies that have an established performance management
program, almost all of them were larger agencies with more advanced systems and additional support staff
in place to manage the programs. The vast majority of PSAPs noted that they do conduct random call
reviews, but predominately only review calls when there is an investigation, and the program is not
structured.

Performance management, including QA, provides for
holistic organizational success and includes everyone
in a PSAP from telecommunicators to managers and
directors. The process is cyclical and is a means to
assure that everyone understands their respective
roles and responsibilities, has the resources to Measure
complete them and be successful, and meets
expectations. The performance management cycle
includes five elements: plan, monitor, review,
improve, and measure.

Monitor

One of the easiest ways to evaluate an organization
using this cycle is to review key performance
indicators (KPIs). KPIs are a set of quantifiable
performance measures used by an agency to gauge
progress toward meeting their strategic and operational Figure 7: Performance Management Cycle

goals. KPIs such as abandoned call rate, 911 call wait

times, pick up to queue, queue to dispatch, non-emergency call-wait times, and total call processing times,

can all be used to measure the performance ofthe PSAP. Using these measurements
leadership can begin to evaluate if emergency and non-emergency requests for service are processed in a

timely manner. If the numbers fall outside of what would be considered the norm for a PSAPd NENA and

NFPA call answering standards, for exampled leadership can establish processes or procedures to help

move these values more towards the norm. Once implemented, leadership can re-evaluate the statistics to
determine if there has been improvement.

Review

18 ASTM F1258-95(2014), Standard Practice for Emergency Medical Dispatch, ASTM International, West Conshohocken,
PA, 2014, www.astm.org. ASTM standards are voluntary in that their use is not mandated. However, government regulators
often give voluntary standards the force of law by citing them in laws, regulations, and codes.
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QA is another way the performance management cycle can be applied. According to the American Society

for Quality (ASQ), QA is fpart of ogfdendeithatgualilyanage me nt
requirements WihlabeSAR)] fihiedeguates to dall actior
procedures are adhered to and that delivered® roduct

Other key performance indicators should be integrated into a QA program to monitor and improve the
overall performance of personnel and the PSAP as a whole.

Performance Management Standards and/or Best Practices

It is important for PSAPs to monitor and measure various KPIs with the intent of improving performance. It is
also important to establish a standardized QA and effective feedback process for telecommunicators. This is a
best practice that can identify areas that are consistently meeting the expectations of the organization and
those that are falling short. Performance measurements and QA can improve the efficiencies of the PSAPs
and the overall service levels of the region by providing agencies with quantifiable and qualifiable data and
information on where adjustments are needed.

There are several national standards that can be used to establish and support performance measurement
and QA programs:

1 APCO/NENA ANS 1.107.1.2015: Standard for the Establishment of a Quality Assurance and Quality
Improvement Program for Public Safety Answering Points
- This standard requires that at least 2% of all calls for service are reviewed (call-taking and dispatch for

a single incident are conducted under separate review processes), unless prohibitive.

1 APCO ANS 3.106.2-2017: Core Competencies and Minimum Training Standards for Public Safety
Communications Quality Assurance Evaluators (QAE)

i APCO ANS 1.118.1-2020: Key Performance Indicators for Public Safety Communications Personnel

 APCO 1.117.1-2019: Public Safety Communications Center Key Performance Indicators

PAQuality Assur anc eAmescan Saiet foriQuajity. Qtpsn/ash.ord/quality-resources/quality-assurance-
vs-control

®AnStandard for the Establishment of a Quality Assurance and
Points. APCO/NENA ANS 1.107.1-2015. https://cdn.ymaws.com/www.nena.org/resource/resmgr/Standards/APCO-

NENA_ANS 1.107.1.2015_Q.pdf
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3.2.6  Recommendations

Table 6: Operations Recommendations and Outcomes

Recommendations Outcomes
R RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRREERDDDBDREEZII=™

|
Consider expanding the number of remote (online) 1 Enables PSAP staff to attain the national
courses offered (9-1-1 ACOG) standard of 24-hours annual continuing
education.
1 Improves the competency level of personnel.
1 Enables personnel to remain current with
training topics and trends.

(Encouraged to) Re-evaluate non-core (ancillary) job May reduce the workload of PSAP staff and shift
duties of telecommunicators (PSAPS) focus to core duties (911 call processing and
dispatching).
1 Enables the agency to assign proper staff to
non-core duties.

==

Seek to achieve, and maintain, training program 1 Advances the training and professional
certification by a state agency or industry-recognized development of public safety communications
organization (PSAPS) personnel.

1 Reduces agency risk exposure.

Continue to support and expand foundational 1 May reduce new hire turnover rates.

training for new hires that aligns with the National 1 Improves competency levels of

911 Program and other national standards (APCO, telecommunicators in the region.

NENA, etc.) | Creates a baseline of minimum training in the

region.

With support from ACOG staff, consider developing  § Reduces agency risk exposure.
sample SOPs based on national standards and best Improves the consistency of services delivered
practices (Region) throughout the 9-1-1 ACOG region.

1 Provides objective content for training programs.

=

Consider utilizing protocols to support 911 call Provides pre-arrival instructions to callers.
handling and dispatching (PSAPs) 1 Improves service level consistency throughout
the 9-1-1 ACOG region (e.g., EMD).
1 Reduces errors and risk exposure.
1 Promotes uniformity of call processing and
dispatching procedures and processes.
1 Maximizes caller information and enhances field
response.

==
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Recommendations Outcomes ‘

With support from ACOG staff, implement QA and
other performance management programs (PSAPS)

=

Reduces agency risk exposure.

Improves the consistency of service levels in the

9-1-1 ACOG region.

i Targets training areas for continuing education
and new hire training programs.

1 Validates adherence to SOPs.

1 Establishes objective and measurable

performance benchmarks (e.g., KPIs) for the

PSAP.

=

3.3 Workforce

Key Findings

1 The majority of PSAPs in the 9-1-1 ACOG region are small, with one to two positions and a
minimum of one or two employees per shift.

1 The low staffing limits the capacity potential of the majority of PSAPs in the 9-1-1 ACOG region and
creates an environment that may challenge a PSAP to effectively manage a workload surge and/or
call overflow from neighboring agencies.

1 The majority of PSAPs experience challenges related to hiring and retaining qualified applicants.

1 The most common timeframe for an employee to washout is during initial training within the first
three to six months of employment.

1 The average top salary of telecommunicators in the 9-1-1 ACOG region is $25,002 (low), $50,375
(middle), and $84,916 (high).

Today, organizations throughout the world over face many challenges in the management of their
personneld their human capitald and public safety agencies are no exception. Personnel management is
different than organizational leadership and involves a variety of functions that encompass more than just
staffing, including personnel planning, development, and compensation to name a few.

The human resources (HR) function in any organization is important and, without proper attention, even

the best organizations can falter. One of the most critical HR functions within any PSAP organization is that

of personnel management. Personnel are an agency 6gseatest asset, and proper management must be

exercised to maintain an effective and efficient operation. Personnel management is a specialized aspect

of an organizationds overall HR management practice:c
which the agency hires and develops its workforce.

Many PSAPs across the country are struggling with staffing shortages. Tenured employees are retiring,
while others simply leave for any number of reasonsd shift work, the hours, childcare issues, stress, and
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better pay in the private sector. Generally, while there is no lack of applicants for open positions, the often-
stringent job qualifications (e.g., background checks, prior drug usage) disqualify many, as do the lengthy
application processes; it is not unusual for many PSAPSs to have processes that take upwards of six
months from application to start date. Thus, PSAPs often find themselves with a revolving door for staff;
unfortunately, many are not able to fill the vacancies before more staff leave, creating an even larger gap.

3.3.1 Staffing

In total, PSAPs in the 9-1-1 ACOG region employ 175 telecommunicators and 33 supervisors, as shown in
the table below.

Table 7: Telecommunicator and Supervisor Counts

Telecommunicators Supervisors
Northeast
Del City 8 1
EMSA 15
Guthrie 4 4
Logan County 6 1
Midwest 6
Oklahoma County 10 1
Total 49 7
Bethany 5 1
Edmond 15 3
Nichols Hills 5 1
Warr Acres 3 3
The Village 3 3
Total 31 11
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Telecommunicators Supervisors

Southeast

Cleveland County 8 1
Moore 11 1
Noble 4 1
Norman 24 6
OUPD 9 1
Total 56 10

El Reno 12
Mustang 6 1
Newcastle 4 2
Tuttle 5 1
Yukon 12 1
Total 39 5
Grand Totals 175 33

Anywhere from 32 to 38 telecommunicators are on duty at any given time in the 9-1-1 ACOG region, and
most PSAPs have one telecommunicator on duty on any given shift, as shown in the figure below.
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Northeast Central Southeast Southwest
.

Del City (1) Bethany (1-2) Cleveland CO (1) El Reno (2)
EMSA (1-4) Edmond (2-3) Moore (3) Mustang (1)
Guthrie (1) Nichols Hills (1) Noble (1) New Castle (1)
Logan CO (1) Warr Acres (1) Norman (4) (7] Tuttle (1)
Midwest City (2-3) The Village (1) OUPD (2) (7] Yukon (1)

OK CO (3)

Figure 8: Minimum Staffing by Region

The telecommunicators working throughout the 9-1-1 ACOG region are mostly cross-trained and there are
very few with a separation between the call-taker and dispatcher roles. In other words, most often the call-
taker also is responsible for dispatching the call and handling other non-core duties. The low staffing limits
the capacity potential of the majority of PSAPs in 9-1-1 ACOG and creates an environment that may be
challenging if a PSAP needed to manage a workload surge and/or call overflow from neighboring
agencies. This issue was raised in numerous interviews related to evacuation procedures; PSAPs can
reroute their 9-1-1 calls to another agency, but that backup location may not have the capacity to manage
the increased workload.

Any configuration that does not provide separate call-taking and dispatching positions inherently increases
the risk exposure for the PSAP, its staff, and those it serves, which is why it is essential that the risks be
known so that decisions can be made from an informed position.

Staffing Standards and/or Best Practices

NFPA standard 1221, section 7.3.1, states a minimum of two telecommunicators shall be on duty and present
in the communications center at all times.?!

3.3.2 Supervision and Span of Control

In the 9-1-1 ACOG region, supervision is most commonly the responsibility of law enforcement command
personnel supported by a frontline supervisor or lead telecommunicator. Direct report span of control,
without question, is satisfactory; however, with only one telecommunicator per shift in many instances and
limited available supervisors, there are telecommunicators without the benefit of direct supervision.

Unfortunately, this leaves the responsibility for handling problems to the lone telecommunicator, no matter
their experience. When supervisors are not available, opportunities for training, performance monitoring

21 NFPA 1221: Standard for the Installation, Maintenance, and Use of Emergency Services Communications Systems
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and feedback, and correction are inhibited. This puts undue stress on employees and leaves the
organization vulnerable to risk due to lapses in service. This is particularly important where the
telecommunicator has other ancillary duties.

The effectiveness of supervision in a PSAP is impacted by its operational configuration. Depending on the
size of the organization, it is not unusual for small PSAPs to have working supervisors who are not only
responsible for operational oversight of a shift or organization, but simultaneously perform as a
telecommunicator. Likewise, it is also not unusual for small agencies to fall under the command structure
of a law enforcement agency.

Span of Control Standards and/or Best Practices ‘

NFPA 1221, Standard for the Installation, Maintenance and Use of Emergency Services Communications

Systems, section7.3.4,st at es: WA Supervision shal/l be provided
dut?)T.hoe annex notes: fAThe supervisor position(s) i
the telecommunicators positions. Although supervisory personnel are intended to be available for problem

solving, the supervisor positio*® is permitted to b

NFPA 1221, section 7.3.4.2, allows the supervisor to provide short-termrelief. i The super vi sor
to provide short-term relief coverage for a telecommunicator, provided that the telecommunicator does not
|l eave the communications center ahd is available f

3.3.3 Recruiting

It is becoming increasingly more difficult to recruit candidates to the position of telecommunicator within the
state of Oklahoma and across the nation. There is great concern that the staffing shortages in public safety
communications will increase in the NG9-1-1 environment and will be exasperated by a workforce that
desires more work-life balance. Many PSAP managers and staff interviewed reported low interest in the
position and reduced viable applicant pools from which to hire. This is a common issue in all sectors of
public safety and is exacerbated by the sheer number of PSAPs competing for a limited number of
candidates in the 9-1-1 ACOG region.

The process of hiring is often long and arduous, especially when compared to the private sector, and many
9-1-1 ACOG members reported that they are trying to streamline the hiring process and reduce the
application to hiring time. Each PSAP is approaching this independently and at significant cost when
considering that those who leave typically do so within three to six months, at which point the PSAP must
do it all over again. This causes considerable strain on the communications training officers (CTOs) as
well.

22 |bid.
23 |bid.
24 |bid.
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Recruiting Standards and/or Best Practices ‘

While there are no recruiting or hiring standards, several best practices can help PSAPs achieve success in
choosing the right applicant for the position and onboarding them. NENA and APCO both offer courses,
staffing and retention reports, and related occupational standards geared toward PSAP staffing.

An effective recruiting program engages a broad sp
makeup, and considers external influencers, particularly those along municipal and jurisdictional lines. When
assessing recruiting practices, agencies should consider:

Use of social media and external websites
Application source tracking

Currency of eligibility requirements
Response to job postings

Dedicated and staffed recruiting program
Pipeline approach to recruitment

Use of self-elimination tools

Use of value propositions

Diversity of recruiting opportunities
Continual posting strategies

= =& -8 -4 a8 8 —a 98 2 9

3.3.4 Retention

Employee retention is a very real challenge that continues to strain PSAPs across the nation and the 9-1-1
ACOG region is no exception. Less than half of the PSAPs interviewed reported stable staffing, and the
ones that reported stable staffing indicated that staffing was not consistent year to year. PSAP staff
indicated that the two most common reasons for the attrition is that employees cannot master the job
and/or they are unwilling or unable to meet the demands of a 24x7x365 position.

A recent update to APCOO6s pr &woinduded thatthadvdragergiention d r et ¢
rate for PSAPs is 71%. This same study identified nine factors that drive employee commitment and have

a direct impact on retention, including supportive supervision, co-worker support, and opportunities for

promotion. The attrition, however, affects other areas of the organization, as noted in Managing Employee

Turnover:

Lower organizational morale

Lower organizational engagement
Lower organizational performance
Additional training for new employees
Loss of knowledge retention?®

=A =4 =4 -4 -4

%AProject RETAINS: Staffing and Retten t(iPSMPisn : P uAb ISiup pS eefmetnyt aA
Project Retains, APCO International. https://www.apcointl.org/resources/staffing-retention/project-retains/
%fAManagi nge Empt ogeer . 0 BambooHR b PayScale Human Capital.
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The long-term implications of continued attrition open the door for more people to leave. Unfortunately,
smaller PSAPs often are impacted to a greater degree than larger centers with more staff to absorb the
resulting vacancy.

The more work demanded, the less desirable the working conditions, the more turnover created. When

more turnover is created, this leads to more work demanded from existing staff and less desirable working
conditions. It can increase to the pointthata PSAP mayneversee a dAful |l staffo | evel
all turnover is bad. "Some turnover is?healthy becal

Retention Standards and/or Best Practices

An earlier APCO Project RETAI NS r e p o rrbfabkighatestionratefiviish
having alll authorized positions filled and being f

Based o n M CeRperdences and numerous interactions with PSAPs and industry professionals, an effective
retention program is one in which the organization is consistently within 5% of filling all authorized positions
and can achieve an outcome where 80% of employees still are on the job three years later.

3.3.5 Salaries and Benefits

According to the U.S. Bureau of Labor Statistics and U.S. Department of Labor, the median wage for
police, fire, and ambulance dispatchers is $43,290 (2020).%8

The top tier salaries for telecommunicators in the 9-1-1 ACOG region average $50,136, which is above the
median wage. Six PSAPs in the 9-1-1 ACOG region are below the national average, 12 are above the
average, and three did not disclose their top tier telecommunicator salary.

27Fox , Adrienne. AiDri ve Tur n o httes/wivosiwm.or@hr-iSddyRews/hrd ul y 1, 2012.
magazine/pages/0712fox.aspx
28 Police, Fire, and Ambulance Dispatchers : Occupational Outlook Handbook: : U.S. Bureau of Labor Statistics (bls.gov)
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Top Tier Telecommunicator Salaries
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Figure 9: Top Tier Salary by PSAP

Given the proximity of the PSAPs, there is competition between them when it comes to hiring. Those
agencies that lag below the average are prone to losing employees to other centers that may pay more or
have more desirable benefits. This highlights the importance of regular compensation studies that
determine comparative salaries and benefits within the 9-1-1 ACOG region as well as an opportunity for
9-1-1 ACOG members to establish common compensation ranges.

Salaries and Benefits Best Practices

Although salary and benefits are not the primary reason employees choose to leave an agency, it may rank
high especially in areas where there is disparate pay grades and benefits for the same job. It is a best practice
for agencies to conduct routine salary compensation and benefits studies with neighboring comparable
PSAPs. Consideration also should also be given to the U.S. Bureau of Labor Statistics and U.S. Department of
Labor median wage noted in this report.
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3.3.6  Recommendations

1

Table 8: Workforce Recommendations and Outcomes

Recommendations Outcomes

R

Leverage support from 9-1-1 ACOG for hiring
screening processes

Develop a recruitment repository for sharing
recruiting materials among jurisdictions

Develop a regional recruiting consortium

Have a state campaign to recruit
telecommunicators including billboards,
commercials, and advertisements

Develop a regional outreach program to educate
residents about current job openings across the
state, the responsibilities of telecommunicators,
PSAP support staff, and administrative staff

Continue to support state, federal, and national
partners with telecommunicator job
reclassification

Commit to resolving pay disparity between
PSAPs and strive to be at or above the 50%
percentile for pay in the region

f
f
f

= = = =

|
Streamlines the hiring process.

Makes the process more efficient.
Competes with private sector hiring timelines.

Provides support to the 9-1-1 ACOG region and
expands the recruiting capabilities of those
PSAPs that currently have no access to
resources.

Reduces costs for advertisements and recruiting
material.

Creates a larger candidate pool.
Improves efficiencies in the recruiting process.

Reduces costs for recruiting advertisement.
Expands candidate pool potential by reaching
more applicants.

Expands the candidate pool and educates
applicants on the job requirements and
qualifications.

Cost-neutral impact that more accurately aligns
the telecommunicator position with protective
services occupations.

Expands professionalism of the position.

Increases staff morale.

Limits hiring competition between PSAPS.
Increases retention rates.

Improves probability that future regionalization
can be successfully implemented under any
model.
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Key Findings

9 Interoperability gaps were recognized, especially with CAD and radio systems.

There are many disparate mission-critical systems across the region.

All 21 PSAPs are using either ODIS or another CAD system to track incidents and facilitate other
dispatch and records activities; 10 are on the same CAD system or ODIS.

Some PSAPs lack automation and advanced systems to support emergency communications.
There are some challenges with maintenance and support of mission critical systems.

Call transfers in some areas are inefficient (misdirected, multiple transfers).

Support is needed in many PSAPSs to refine and enhance GIS capabilities.

= =

=A =4 —a -4

Public safety dispatch operations are heavily dependent on IT infrastructure, computer systems, and
multiple applications. Mission-critical systems include 911 CHE, CAD systems, radio dispatch consoles,
GIS databases and mapping, and data/voice logging recorders. This IT infrastructure is critical to the daily
public safety mission and provides interoperability with other PSAPs and field responders.

Critical systems and infrastructure can be very costly to acquire and maintain. Increasing technology costs
have become a primary issue, often driving dispatch regionalization efforts in the United States. Officials in
many jurisdictions have pursued PSAP regionalization to reduce capital expenditures and operating costs.
A typical CAD system can cost several million dollars. Software maintenance agreements and upgrades
increase the total cost of ownership over the life of the system. Reducing the number of communications
centers often is intended to eliminate the need to purchase and maintain multiple systems within the same
geographic area.

The major technology systems in use within the 9-1-1 ACOG region by member PSAPs can be found in
Appendix D. Of importance is the significant number of disparate systems across the spectrum of mission-
critical technology.

3.4.1 Call-Handling Equipment

Today, 9-1-1 ACOG provides a hosted Intrado VIPER® call-handling solution to all its member agencies. It
maintains the CHE at two secure data centers connected by two separate networks owned by AT&T and
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Cox Communications. As part of its transition to NG9-1-1 and in partnership with Solacom, 9-1-1 ACOG
intends to replace the legacy VIPER solution with an i3-compliant Guardian CHE.

A common issue reported by the PSAPs is wireless calls misrouting to Oklahoma City 911 rather than the
PSAP that borders the metro area. It also was reported that Oklahoma City will transfer calls to a 10-digit
administrative line, which is not capable of providing ANI/ALI information for the caller.

Sometimes, due to disparate maps, calls are sent back and forth because of geographical boundary
discrepancies. This centerline addressing issue is an ongoing problem in Bethany, Edmond, Newcastle,

Tuttle, and Warr Acres.

3.4.2 CAD and Records Management Systems

The smaller PSAPs do not have CAD systems; however, they input call information into the Offender Data
Information System (ODIS), which is the statewide law enforcement and municipal court record keeping
system. None of the PSAPs reported having CAD-to-CAD capability, which would allow for the exchange
of CAD information and data across agencies. EMSA uses a portal to share information with the agencies
for which they provide EMS dispatch services. It was reported during interviews that the portal has
enhanced communications between EMSA and certain PSAPSs.

Guthrieu* Logan County.
Sheriff's Office

Edmond,
x

The Village
L Ll

*El Reno lichols Hill

Warr

GAcres
Bethany
= EA&SA kis Midwest City

*:
‘F—kOklahoma-County,

Sheriffs Oﬂic?"\"

Cleveland County
Norman . Sheriff's Office
&Universiry of Oklahoma
X Police Department,

* PSAP Location [ Global Public Safety

[]PsAP Boundary Motorola Spillman Flex
CAD or RMS oDIS
ARMS [ Omnigo RMS
Caliber PTS Solutions
! Cardinal Tracking Tyler Technologies

Central Square

Figure 10: CAD Systems by PSAP

CAD systems provide a platform for a

multitude of interfaces, including a records
management system (RMS). Seven PSAPs
interface with or directly use ODIS for RMS

and nine PSAPs interface with a law

enforcement RMS other than ODIS. Those

agencies that did not report a police RMS
are Bethany, Clevel
Office, Del City, The Village, and Yukon.

and

EMSA interfaces with ESO Electronic Health

Record (EHR) Patient Care.

Four PSAPs (Edmond, El Reno, Mustang,
and Norman) interface with a fire RMS.

For those PSAPs with a CAD system, there
was wide disparity with mapping integrating
to CAD and/or the CHE. The figure to the left

shows the disparate CAD systems in use
today in the 9-1-1 ACOG region.
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3.4.3 Geographic Information Systems

The PSAPS use varying methods for their jurisdictional maps. All agencies have CHE mapping as part of
the Intrado VIPER solution. Some choose to integrate that data with their CAD and others have separate
CAD maps. There appears to be no uniform approach to mapping or map display among the PSAPs. 9-1-1
ACOG may handle all or some of the GIS updates and maintenance for the smaller PSAPs. The larger
municipalities have GIS or IT departments that maintain and support their mapping data in concert with

A C OG8-51 GIS team.
3.4.4 Radio

There are various radio systems in use
throughout the 9-1-1 ACOG region today,
as shown in the figure to the right. 9-1-1
ACOG agencies are radio system
subscribers on either Oklahoma Wireless
Interoperability Network (OKWIN) or
Oklahoma City (OKC) Metro Public Safety
P25 system?°. OKWIN is the statewide
Motorola system and OKC Metro is
Okl ahoma Cityds Harr
These systems are both multi-site,

trunked systems on the 800-megahertz
(MHz) frequency band with P25 standards
for interoperable digital two-way radio
equipment. In theory P25-compliant
equipment is interoperable. The practical
reality is that interoperable

communications is only achieved with
backroom radio programming of shared
talkgroups, standardized operating
procedures, training and regular drills, and
effective governance and inter-
jurisdictional coordination.

Many PSAPs6

The Village
o g

\ElReno. lichols Hill
= ?

/arr

Acres
5 5 g
Bethany Eﬂf@‘k i

.Mus‘r;:ng

k Cleveland County
lorman %, Sheriff's Office
< {'Univarslly of Oklahoma
X police Department;

* PSAP Location
[ PsAP Boundary
Radio
771 Motorola Temporary System .
[ | Motorola Avtec VHF
[ ] Norman Project 25 Ph Il L3 Harris
OKC Metro Public Safety P25

I OKWIN

Figure 11: Radio Systems by PSAP

radi o havelinks o the ather radio system for interoperable communications with

nearby PSAPs. This includes links to the East Central Oklahoma Emergency Communications Network,

which is a radio system serving state, county, local, a n d

tribal agencies in

Oklahoma counties. This is particularly important for multi-jurisdictional incident response, and for

29 P25 is a suite of standards for North American digital radio communications for federal, state, and local public safety
organizations, field responders, and utilities, allowing for interoperable multi-agency communications during emergency

situations.
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continuity of operations when evacuation is required and the nearby PSAP must take the evacuated
agencyb6s 911 cal lfieldraspahdes.i spatch their

Moore has had equipment issues after recent P25 radio system upgrades but has good coverage and
interoperability. While most agencies either subscribe to the OKWIN radio system or have links to it, Del

City, Midwest City, Newc ast | e, Nobl e, Okl ahoma County Sheri ffés
reaching field responders that use analog radios, non-P25 compliant radios, or are on another radio

system.

El Renod s e of a Motorola very high frequency (VHF) system has prevented communications with Yukon
or other agencies on the OKC Metro (Harris) radio system. El Reno has plans to move to 800 MHz P25 as
its fire and EMS agencies are already on 800 MHz.

3.4.5 Logging Recorder

9-1-1 ACOG member PSAPs use a variety of logging recorders. The logging recorders are procured by the
PSAPs for their specific agency needs and are used to record administrative lines, 10-digit emergency
lines, call transfers to administrative lines, and field responder radio traffic. Most solutions record both
phone and radio and most are digital; five solutions are analog only.

The VIPER call-handling system logs all 9-1-1 calls and provides instant recall recorder (IRR) functionality
at the call-taking consoles within the PSAPs.

3.4.6 Other Software

Although there were some commonalities, there are various other software applications that the PSAPs
utilize to support operations. Some common applications include:

1 GeoSafei software application for field responders that provides global position system (GPS)
tracking and CAD integration for law enforcement, fire, and EMS. GeoSafe includes messaging
between units and dispatch.

1 Mobile Cop i similar mobile CAD with messaging and automatic vehicle location (AVL).

ProQA i EMD protocol software interface to CAD.

1 Active 9117 mobile application that allows dispatchers to send notifications to field responders. It is
often used to coordinate with volunteer fire responders.

1 RapidSOS and Rave 9111 send enhanced location and sensor information from connected devices to
dispatch, improving caller information capture including location.

=
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3.4.7 Fire Station Alerting and Paging

Eighteen of 21 PSAPs page fire responders and send alerts to fire stations in their respective jurisdictions.
Guthrie has the largest number (12) of fire stations to alert. El Reno, Mustang, and Norman have the
greatest number of devices to paged 40, 200, and 60, respectively.

3.4.8 Technical Support

Edmond, Logan County, Nichols Hills, and Norman reported having onsite technical support; the remaining
agencies either contract out or share support with municipal or county departments. Lack of support
services staff is common in smaller agencies that have limited staffing and budgets to provide staff support
(IT, radio, and other operational support positions).

Technologies Standards and/or Best Practices

Public safety applications must operate at a high level of availability, which is measured in uptime. The
acceptable standard is 99.999% (referred to as five nines). Five nines reliability means that a system should
not experience more than five minutes and 26 seconds of downtime every year. To maintain this level, IT
infrastructure and applications require redundancy and resiliency of the network and systems and routine
maintenance and periodic upgrades.

3.4.9 Recommendations

Table 9: Technology Recommendations and Outcomes

Recommendations Outcomes

T |
Improve radio interoperability between PSAPs and 9 Eliminates the need to communicate by phone,

between field responders of other agencies using which ties up another device and line.
shared system keys, backroom programming of § Safer multi-agency incidents because all can
disparate radio channels, and Communications communicate on interoperable talkgroups.

Leader (COML) expertise to train field responders
how to switch to a mutual channel

Consider using GeoSafe Mobile or a CAD portal to 1 Faster dispatch of medical calls.

locate ambulances 1 Ability to monitor medical response.
Solve the Oklahoma City 911 transfer to 10-digit 1 Dispatcher has ANI/ALI information with a
lines. (Are tandem transfers possible? Is it a GIS tandem transfer.

mapping issue?) 1 Improves answer time.

1 One or two call-takers instead of caller dealing
with round-robin call-taking.
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Recommendations

Upgrade PSAP analog logging recorders to digital
format

Develop a uniform approach to integration and
display of CHE and CAD maps

Perform a technology audit at each PSAP to identify
issues

Consider additional shared service opportunities in
the region and the potential for cost savings when
combining equipment maintenance

3.5 Facilities

Key Findings

1

=

Outcomes ‘

Guardian CHE and P25 radio standard will
require digital recording as they are Internet
Protocol (IP) standard.

Limits liability and provides for QA monitoring.

Synchronized GIS map data.
Improves accuracy of call location determination
and routing.

Checklist of suggested solutions for technology
issues.

Improves dispatcher performance when they are
not working around technology glitches.

Leverages economies of scale.

Eliminates call transfers for misrouted calls.
Provides an additional level of redundancy /
failover.

1 The majority of PSAPs are not in standalone buildings, rather they are located inside a law

enforcement facility.

1 Many PSAPs are in public-safety-grade facilities suitable for essential services.

=

The majority of PSAPs are at capacity for current operations.

1 The majority of PSAPs have no viable long-term backup facility that could house mission-critical

equipment and staff.

1 Generators and uninterruptible power supply (UPS) equipment was observed at all PSAPs.
1 Many of PSAPs lack the ability to support staff from another agency for a prolonged period.
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DHS has designated mission-critical public safety facilities as critical infrastructure (Cl). Cl is defined as:

€ systems awhethephysialtosvirtual, so vital to the United States that the

incapacity or destruction of such systems would have a debilitating impact on security,

national economic security, national public health or safety, or any combination of those
matters.*°

Mission-critical public safety facilities must continue to support operations even under the most adverse
conditions (i.e., last operational building). The design of public safety facilities includes considerations for
enhanced personnel security, hardened structural components, redundant systems, and continuity of
operations/disaster recovery planning. The 9-1-1 ACOG region is susceptible to a wide range of natural,
technological, and human-induced hazards and threats.

3.5.1 Primary Facilities

The majority of PSAPs in the 9-1-1 ACOG region appear to have sufficient space to support current
operations. Several PSAPs are in modern mission-critical facilities. The majority of PSAPs are housed
inside a law enforcement facility with limited or no potential to expand to accommodate municipal growth or
serve as a host site if physical consolidation were sought. Most PSAPs are adjacent to the lobby so
telecommunicators can provide walk-up services to the public. Some facilities have jails or holding facilities
for inmates.

30 Presidential Policy Directive i Critical Infrastructure Security and Resilience. Presidential Policy Directive/PPD-21. The
White House. February 12, 2013. https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-
directive-critical-infrastructure-security-and-resil
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Of the 21 PSAPs that were virtually toured, four
(Edmond,Logan County SMoere i f
andOk | ahoma Cou ©®ffice) h&bany i f
potential for expansion; another four (Bethany, El
Reno, OUPD, and Yukon) could add one or two e
workstations. (With typical minimum staffing of * sherits ore
one or two telecommunicators per shift, most
PSAPs in the 9-1-1 ACOG region have two to four o,
workstations, as shown in the figure to the right.)

Edmond
*

The Village
*
Nichols Hill
*

Norman is in preliminary planning for a new, larger
facility, while exploring funding sources. Warr
Acres is nearly complete with a new upgraded
facility that has an additional workstation, which
would provide Bethany a backup facility for most

scenarios, except exposure to a contagion. * PSAP Location
[1PsAP Boundary
Primary Workstations

Warr
‘Acres
Ee(h.af}’ EMSAK |
s g

Midwest City.
a Dpéic

it) a,,,
* yi’-bklahama:Goun‘I_y
o Sheriffs Office

Most PSAPs have adequate security measures. 2
3
All PSAPs have adequate backup power in the :
form of a generator and workstation UPS. 6
8

Figure 12: PSAP Workstations
3.5.2 Backup Facilities

Suitable backup facilities are lacking in the 9-1-1 ACOG region, with 50% of PSAPs reporting that they
have no viable backup facility to which they could relocate if needed. The vast majority of 9-1-1 ACOG
member PSAPs rely on neighboring PSAPs to handle their 9-1-1 calls in the event of an evacuation.
Neighboring PSAPs have limited capacity and technology to effectively manage additional calls for service
for a prolonged period. In fact, many neighboring communities can receive the 9-1-1 call but do not share
common radio frequencies to be able to dispatch field responders. Hence, the neighboring PSAP would
have to reroute or relay the call to the primary PSAP for dispatch. Often, the relay or reroute involves an
administrative line with no location display capability.

Some backup facilities lack phones yet had CAD and a radio console. The plan is to have 9-1-1 ACOG
route their respective 9-1-1 lines to a cell phone.

A truly reliable backup scenario requires not only the receipt of a redirected 9-1-1 call, but also the ability to
deliver (dispatch) a resulting incident to the appropriate field responders. To manage this effectively and
efficiently, the backup facility must have the technological means and appropriate staffing levels to manage
the workload.
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